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      Introduction

    


    I want to congratulate and thank you for downloading my book, “The Dark Net – How to Remain Anonymous Online – Even from the NSA”.


    Nowadays, privacy and anonymity are mere figments of our imagination, especially when it comes to our online presence. Private browsing or going incognito has become a myth – nothing more than a thing of the past. People can still trace your IP address and identify the sites you’ve visited as well as your logins. And even if you have deleted all the cookies from your browser and erased your browsing history, the search engines record all your searches and even announce the number of times you’ve searched for a keyword. Worst, your internet provider has a tab on all your online activities.


    The sad truth is, once you hook up to the internet, you can be tracked – your files can be accessed, and your browsing habits can be identified and highlighted. A profile can be drawn and culled from your browsing habits and online preferences which shall serve as the basis for advertisers to bombard you with their targeted ads. You are also not safe from NSA and FBI spying, both of which have made it their sworn duty to track all surfing activities and snoop on everything everyone is doing online.


    Admittedly, there are some people who couldn’t care less whether their online activities are being tracked or not. But, for many others who value their privacy more than anything else, this is a serious problem that needs immediate solution. The good news is, there are ways you can prevent people from prying into your online presence while keeping your activities invisible from the eyes of other people with malicious intent – including the NSA.


    This book will introduce you to the underbelly of the internet called the Deep Web which you never knew existed before. Here, you can remain completely anonymous and surf undetected. It contains step-by-step instructions as well as various techniques you can use to make you invisible. This book outlines all the different remedies and strategies that are available to you and explains in clear terms what each one can do and the level of security each one provides, thus giving you the opportunity to choose what will work best for you.


    I hope this will provide you with the most suitable option to remain anonymous online and protect your privacy.


    Thanks once again for downloading this book!

  


  
    
      Chapter 1

      Exploring the Web’s Underbelly
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    Many people are still unaware that there is a hidden portion of the internet which exists in the underbelly of the 'surface web' (that part of the world-wide web which you can easily access via Google and other search engines, as well as with the use of typical browsers such as Chrome). The 'surface web' is just the tip of the ‘iceberg’ we call the world-wide-web. In fact, 96% of it lies beneath this surface.


    If you are wondering why this is so, it is because search engines only crawl and index a small percentage of the Internet. The bulk of information remains hidden – left un-crawled and unindexed by search engines and therefore unsearchable. Google and other search engines deemed them to be irrelevant to majority of internet users. Or, they are simply barred from crawling these contents.


    The Deep Web


    This hidden portion of the internet known as the ‘deep web’ is not accessible to ordinary internet users. It represents that part of the internet that Google and the other search engines cannot index because they are prevented from doing so due to the presence of robot texts or some well-placed encryptions. It is believed that the contents of the ‘deep web’ is five hundred times larger than the ‘surface web’. It includes members-only websites, huge multilingual databases, government resources, repositories of various organizations, and online libraries containing academic information, scientific reports, legal documents, and the like which prohibits access to the public. You can, however, access some of its contents using alternative search engines like Google’s ‘Deeper Web’, ‘TorSearch’, ‘Freenet’, and various solutions by Deep Web Technologies.


    The Dark Web


    The dark web (better known as the dark net) is a much smaller part of the deep web that is deemed the anonymous Internet. It is that part of the deep web that is purposely hidden and made accessible only with the use of special tools, browsers, and credentials that use protocols that circumvent direct links.


    Technically speaking, a darknet is an overlay network (a network built on top of another network) that is specifically set up for anonymity. It occupies a routed allocation of the deep web that cannot be accessed through the usual means. You cannot enter the darknet by just typing a dark net address on a typical browser. The term ‘Dark net’ may refer to either a single private network that has been specifically configured for anonymity or to the whole collection of such private networks similarly created to ensure that their IP addresses and the network itself is not discoverable.
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    The darknet works much like a virtual private network (VPN) which uses multi-layered security measures, specifically the VPN tunneling protocols where data is encrypted before they are transmitted through an encrypted tunnel that links two sites. However, the dark net has additional security measures in place not only to make sure that the network and IP remains invisible to unwanted guests, but also to hide the actual communication and the exchange of information between its users. The idea is to allow users to share files and exchange data completely undetected by others.


    There are several darknets in existence today. However, to get in into any of these sites, the user needs to use the same encryption tool used by the site itself. The more popular dark nets include The Onion Router Network (better known as Tor Network), the Freenet Network, and the I2P Anonymous Network. As we will explain in detail in the subsequent chapters, these anonymous networks are completely decentralized where traffic is coursed through a series of volunteer-run servers that are widely and randomly spread across the Internet landscape. They all employ a complex routing system which makes it almost impossible to trace the exchange of information between its users.


    The Tor Network uses The Onion Router which channels traffic through a series of virtual tunnels across a network of widely- and randomly-distributed servers run by volunteers. With the Tor Network, the user's real IP address is made to bounce across several security layers to make it appear that it is at another IP address. The same thing goes to the Tor website the user is visiting. This is on top of the already-anonymous browsing activity provided by the Tor browser.


    The Freenet Network makes use of the Freenet tool, an open-source software which allows users to publish anonymous ‘Freenet’ sites which are accessible only with the use of the Freenet browser. It allows the sharing of files, chatting in forums, and random browsing with almost complete anonymity by routing traffic through a series of encrypted Freenet nodes.


    The I2P Anonymous Network, also known as the Invisible Internet Project from which the name I2P was derived, is another peer-to-peer network built on top of the Internet specifically to guard against monitoring and dragnet surveillance by third parties. It is designed to handle traditional Internet activities such sending email, web browsing, blogging, site hosting, file sharing, real-time chat, and many others – again, in almost complete anonymity. I2P is the home of the now infamous and newly resurrected Silk Road.


    Apart from these popularly known dark nets, there are many more sites that were created purposely for clandestine activities like the illegal sharing of protected files and copyrighted materials, distribution of pirated software, and dissemination of illicit materials such as child pornography. This is the darker side of the Dark Net we should be wary about. It is home to covert marketplaces like Silk Road where drugs, stolen credit card numbers, illegally-acquired firearms, and more are bought and sold. There is an even darker corner of the dark web where you can hire hitmen and engage in human trafficking.


    As you make your cursory journey through the Dark Web, you will notice that most of the Dark Net sites uses the Tor encryption tool. That is why much of the emphasis in this book will be about how to access the Dark Net using the Tor encryption tool.

  


  
    
      Chapter 2 
 The Evolution of the Darknet – The Birth of Tor

    


    With over 175 million sites in the onion router network, it is not surprising that the Tor browser has become the most commonly-used, the most popular, and the most downloaded encryption tool for accessing the dark web. It has even come to the point where in most cases, when someone says he had just surfed the dark net, what he truly means is he had just visited the Tor Network and dropped by some Tor sites.


    As we mentioned in the earlier chapters, the Dark Net has other sites that cannot be reached using the Tor browser. You need to use the same encryption tool used by the site itself. But since there are more websites with a dot onion (.onion) extension, it would help us appreciate what the darknet is all about if we know its origins (particularly about how, why, and who started the ‘onion routing project’).


    The TOR Dark Net Origins


    In 1969, Pentagon developed ARPANET, the precursor to today’s Internet. And, as soon as they made it public, a small number of secretive networks began to crop up and existed alongside of it. They were piggy backing on the rapidly developing technology of the Internet, injecting their own innovations so they can operate freely – away from the prying eyes of the public. They became the infantile Internet’s dark net.


    While the public remained oblivious to their existence, their clandestine operations did not escape the curious eyes of the people behind the Research Laboratory of the United States Navy. At that time, the U.S. Navy was looking for ways to communicate intelligence and defense data securely and anonymously with their operatives both here and abroad via the fast-evolving Internet.


    By 1995, drawing inspiration from the small secretive networks which became robust as the Internet developed by leaps and bounds across time, the U.S. Navy began its Onion Router Project which gave birth to TOR (The Onion Router).
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    TOR’s architecture was designed to conceal not only the location and the IP addresses of users, but also to keep the communication itself under wraps. For a while, the deployment of TOR was limited to the Military, the law enforcement agencies, and the government who found good use for it in conducting extremely confidential negotiations with their foreign counterparts.


    It was in mid-1996 that the U.S. Naval Research Laboratory finally had their onion router system in place. They gave the public free access to it to demonstrate the concept underlying the anonymous onion routing system. However, it was still hosted on a single server in the U.S. Navy lab. They merely created virtual relays to show how the concept works. At the same time, they formally published Tor and made their presentation in the presence of DARPA (Defense Advanced Research Projects Agency) personnel who decided to fund the onion router project in 1997 so they can continue their research. However, by 1999, they ran dry on funds, thus forcing them to suspend the project. The project proponents, together with the developers, decided to leave the agency.


    Paul Syverson who used to work for the U.S. Navy’s Center for High Assurance Computer Systems and is also one of the original developers of the onion router, decided to go on with the project despite the absence of funding. He had one goal in mind – to protect government agents tasked with gathering intelligence data via the internet.


    In the year 2000, he recruited two MIT graduates with superb research experience and excellent academic background. The first one is Roger Dingledine whose graduate work is centered on building an anonymous publishing system online. He eventually became the team leader of the onion router project. The second one is Nick Mathewson who is also a researcher and developer. He became one of the project’s directors.


    Two years later, in 2002, the network that became more popularly known as Tor was deployed and its code released, allowing the public to use it freely. The idea is not to limit the use of the network to just one entity (the government) as this does not make it truly anonymous. Distributing the benefits of an anonymous communication network to more users will put the onion routing concept to a real acid test.


    One year after the deployment of Tor (in 2003), about 12 Tor nodes were created by volunteers from the United States and Germany. After yet another year (2004), the number grew to over a hundred Tor nodes widely spread across three continents. The hidden wiki was set up after which hidden location services began to be deployed. Notably, as soon as the Tor software was made public, shadowy Tor domains started to crop up too. They included sites that deals on prohibited drugs, terrorism, and child pornography.


    All the way up to 2011, Tor usage continued to balloon and the Tor Network grew bigger, creating close to 2,000 Tor nodes across the globe. Today, more than six thousand Tor nodes around the globe. Varied


    Six thousand and counting, that’s the number of Tor nodes that is currently operational all over the globe today; and the anonymity the onion router provides is put to good use by the military, law enforcement agencies, journalists, politicians, political activists, and many others.


    The main objective underlying the onion router project is to put together a distributed network of computers located in different places to form a cryptographic circuit. Syverson’s original idea is to solicit the participation of independent volunteers who don’t even know what onion routing is all about so that the network won’t be compromised.

  


  
    
      Chapter 3

      How Tor Works

    


    Today, Tor is already in its third generation. To hide the identities and the activities of its users, the system uses a routing process where separate cryptographic keys are created for each segment of the information flow. These cryptographic keys are purposely created to be short lived to prevent anyone from retrieving old traffic to decrypt it. It then makes the encrypted communication ricochet across a network of volunteer-run computers which act as relays. This way, if the NSA succeeds in taking down one node, the rest of the system won’t be compromised. The original design of the onion router, a single node run by a hostile operator, can take a snap shot of all the traffic – thus compromising the whole system. The third-generation Tor has solved this and kept the NSA continually frustrated.


    [image: https://assets.bwbx.io/images/users/iqjWHBFdfxIU/i0eJV4ankD5Q/v1/488x-1.jpg]


    From a technical point of view, the way Tor ensures privacy is by keeping identities separate from routing. Normally, when you go online, your router or your laptop is given its own IP address. Every online activity emanating from your router or from your laptop sends out this IP address as the end-point where your requested information will be sent. Whether you like it or not, your IP address becomes a unique identifying mark with which all your online activities can be traced quite easily.
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    In the Tor Network, however, all your communications (including the URL of the site you type on the browser) do not follow a straight path directly to the site from whom information is requested. Instead, each request is made to bounce through three or more of the Tor nodes run by volunteers before making an exit from the network and subsequently sends the requested data to the intended destination.
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    The Tor process uses multi-layered encryption, which is nested much like layers of onion skin. It encodes the data along with the destination site not once but multiple times before bouncing it to several Tor nodes selected at random. Each node decodes only a single layer of coded data and then passes on the remaining encrypted data to other nodes, which in turn decrypt the multi-layered encryption one by one. It is the final node cracks the last encoded layer (innermost), revealing the original message which is then sent to the intended recipient without unravelling, or revealing, the IP address of the data source.


    The darknets other than Tor which we mentioned earlier use pretty much the same process of transmitting data anonymously.


    This way, the site from which information is requested won’t be able to know the IP address of the requesting party, much less trace its origin. It is only at the instance when one enters the Tor circuit and makes the request for the first time that the IP address of the requesting party is identifiable. Thereafter, the communication goes through several Tor-initiated actions, winding and bouncing across several relays that cloaks the IP origin of the request – making it completely undetected. This, however, will also slow things down significantly. On top of that, by default, the Tor settings also disable some functions – obviously, for security reasons. This includes the plugins that allow you to access and view videos on your browser. This is of no consequence though, since you can easily turn them back on when you go back to regular browsing.


    Apart from allowing you to surf the surface web anonymously, Tor also has what are known as the ‘hidden services’. This is the hidden layer of the Tor network which constitutes the Tor dark net. This is a collection of sites with the dot onion extension (.onion) which cannot be accessed using regular browsers. You need the Tor browser to access these sites. If the regular internet traffic goes through three pathways (or hops), the hidden services traffic goes through six or more hops to conceal ongoing communications to and from sites.


    Tor has been designed to keep the identities and activities of its users completely anonymous. Ironically though, transparency was also at the top of the Tor developers’ minds – and that is why they preferred to use open-source code to develop it. It means, practically anyone (even those with minimal training on how to read open-source code) would be able to easily uncover how Tor was built and reveal how the Tor cloaks data to keep its users and their activities completely anonymous. Their idea is to encourage the public to help develop Tor further through collective effort.


    But, with the Tor source code laid out in the open for all to see, there is a big chance that people with other than good intentions may start to exploit its flaws and create backdoors through which malware and viruses can penetrate the system. This is happening now. Per documents released by Edward Snowden, former CIA agent and now an infamous whistle blower celebrity, there exists NSA efforts to subvert Tor’s encryption techniques by embedding deliberate vulnerabilities into software and hardware which they intend to use for spying activities.


    Another area of Tor vulnerability which unscrupulous individuals try to exploit is the fact that Tor has little or no control over the volunteers who operate the Tor nodes and relay Tor dark net traffic. Researchers have uncovered proof that some node operators were spying on Tor darknet traffic. While this is unavoidable, it is not unpreventable. To address the problem, Tor developers rank the relay nodes according to their trustworthiness and gave its users the power to choose which set of trusted nodes to use for their start point relay.


    Nevertheless, Tor has managed to stay one step ahead of those who try to undermine its encryption process as well as with its so-called Tor adversaries. For example, when China attempted to block the IP addresses of all of Tor’s publicly-listed relays in 2009, Tor created unlisted relay bridges which they made available on request. It is difficult to block the bridges because they are unlisted.


    Theoretically, the NSA and other government agencies may be able to track several individuals in the anonymous dark net but the truth is, they are often unsuccessful. The Tor structure and processes are so complex that it would be very difficult for them to do it large scale – much less tracking every one surfing the deeper dark web. It will require a tremendous amount of resources without any guarantee of success.


    The dark web is known to be home to clandestine marketplaces where stolen credit card numbers, drugs, firearms, and illicit goods exchange hands freely. The darkest side is home to gun-for-hire professionals and shadowy creatures who engage in child pornography and human trafficking. The lighter side of the dark web though contains blogs, chat rooms, and forums where you can retrieve valuable information in complete anonymity.

  


  
    
      Chapter 4

      Accessing the Tor Side of the Darknet

    


    The Tor network is the largest and most popular among the “privacy networks” that make up the decentralized part of the web called the dark net. The websites belonging to this network has a dot onion (.onion) extension and can only be accessed using the Tor browser. They cannot be reached by standard search engines since they are not and can’t be indexed. The only way to find them is through directories which you can access once inside the network.


    You need to be anonymous before you can get inside the Tor network and you can only do that by using The Onion Router or TOR (so called because it cloaks the user’s identity with layers of encryption such that before the identity of the core user can be revealed, you need peel off each layer one by one – much like peeling an onion skin by skin).


    The TOR browser can be used to gain access to the Tor Darknet. However, it can also be used to surf the surface web anonymously. The browser itself is highly intuitive since it is a modified version of the Firefox browser and built using Firefox’s open source code. To get started, all you need to do is download and install the Tor browser bundle. Once you launch it after installation, it will immediately connect you to the TOR network.


    How to do it:


    


    
      	Go to the TOR Project homepage by clicking on the highlighted link. Download the latest version of the browser bundle. Make sure you click on the version that is compatible with your operating system. You should also make sure that you download the Tor browser bundle only from the above site! An image of the Tor Project homepage is shown below.


    


    [image: tor browser bundle download]


    


    
      	Install the software bundle just like you would any other software.


    


    [image: install tor browser bundle]


    


    
      	Once installation is complete, run the TOR browser and it will automatically connect to the TOR network.



      	After starting the Tor browser, a pop-up screen will show up confirming a successful connection to the Tor network. It will look like the image below.


    


    [image: 5]


    


    
      	You are now set to surf the Tor darknet. All you need to do is simply type any dot onion URL into the browser’s address bar and you will get connected to the target site.


    


    But please take note that many of the Tor websites are hosted on personal computers, meaning they may not always be on 24/7. It is possible that you won’t be able to access said sites at certain times because the host computers just shut down. Other sites are by invitation only, while some may impose additional measures for security purposes. Bear in mind that this is a whole frontier which you are not familiar with. You should also disable JavaScript in the browser as it is open to several vulnerabilities.


    You need to be a bit more patient when using the Tor browser because communications are bounced off from one node to another a few times. This is what makes it extremely difficult for anyone to track who’s viewing what in the Tor network.


    Navigating the TOR Darknet


    You may be in for a little surprise when you venture into the Tor network for the first time. This is because the IP addresses of the Tor websites do not, in any way, resemble any of the URLs we ordinarily access through the surface web. The Tor sites are known as ‘hidden services’ and their hidden IP addresses are made up of a string of random characters followed by a dot onion extension (.onion) and are not readable like the usual URLs.


    Dot onion (.onion) is a domain host suffix that is classified as pseudo-top-level domain (TLD). It typically signifies an anonymous hidden service located within the TOR network. But take note, dot onion (.onion) IP addresses are not DNS names, and therefore they are not listed in the Internet DNS root. However, with the use of the TOR browser bundle acting as a proxy software, usual web browsers and other internet programs would be able to access these dot onion sites simply by coursing the requests for information through the Tor network. The process makes it difficult for the information provider and the user requesting for information to trace each other, even more difficult to trace by an outsider, or by the internet service provider.


    The only problem is dot onion sites are not indexed by regular search engines and are not listed on the ICAAN Registry. Hence, they will not appear in search engine results. It means that the immediate challenge faced by people who venture into the dark net for the first time would be locating the ‘hidden services’ they want. But worry not because there are available resources (directories and .onion search engines) which will help you navigate through dark side of the net and locate the Tor websites you want.


    [image: Image result for the hidden wiki logo]


    Foremost of these is ‘The Hidden Wiki’ which you can access even with a normal browser at this address: https://zqktlwi4fecvo6ri.onion.to/wiki/Main_Page.


    Please note the ‘onion.to’ extension in the above URL. It means it is not a Tor site but a regular site on the surface web that serves as a conduit and links internet users to the contents inside the Tor network using their regular browsers. In other words, it is a ‘Tor2web Proxy” acting as a conduit between regular web users and the Tor network.


    The real dot onion URL of ‘TheHiddenWiki’ which you can only access using the Tor browser is: http://zqktlwi4fecvo6ri.onion/wiki/index.php/Main Page. It is a dark web directory that provides links to other dot onion (.onion) sites.


    Another surface web search engine that can also get inside the Tor network, locate .onion sites, and present them to regular surface web users is Onion City, which you can access using a regular browser via this URL: https://onion.link/.


    [image: Image result for onion.city]


    Like the surface web version of the Hidden Wiki, Onion City is a Tor2web proxy which acts like a ‘middle man’ between the regular web and the Tor network. Inside the Tor network, Onion City serves as the client to access the sites you requested, then it presents the Tor pages to you as sub-domains of Onion City.


    Onion City has practically deleted the need to download and install the Tor browser bundle to get inside the Tor network and access its anonymous sites. The only problem with this is it defeats the primary purpose for which the dark net was birthed – that of being able to surf the net untracked, incognito, and completely anonymous. In fact, Onion City does exactly the opposite by presenting .onion domains as regular surface web pages, making the user and the source visible to everyone. This has raised the eyebrows of dark net users who intentionally chose .onion domains because they value their privacy and want to remain anonymous and untracked while they go about their businesses.


    If you value your privacy a lot, then avoid using Tor2web Proxy search engines. You will be better off using another Tor search engine called DuckDuckGo. You can reach this Tor hidden service at http://3g2upl4pq6kufc4m.onion/ using your Tor browser. The DuckDuckGo search engine puts emphasis on the user’s privacy and is touted to be the only ‘search engine that doesn’t track you’.

  


  
    
      Chapter 5

      Additional Precautions to Take When Using Tor

    


    We live in an era where the rise in cybercrime is unprecedented, top that with the fact that government agencies such as the NSA and the FBI are snooping aggressively on their own countrymen’s internet activities. It won’t be surprising to know that in everyone’s mind, the most pressing need for the hour is knowing how to remain anonymous online.


    Tor has proven to be a big advantage to all who value their privacy a lot since the TOR browser does that job of providing them utmost online anonymity quite efficiently and with great ease. It protects user identity by coursing their communications through several random relay servers on the Tor network before finally linking to the end node.


    However, no matter how much anonymity and privacy one gets out of using Tor, it can be clouded and the anonymity cover lifted if Tor is used inappropriately. People may not realize it but there are things they do every day (such as their browsing habits) which results in blowing the anonymity cover provided by Tor.


    Here are some of browsing habits that may compromise your online presence:


    


    
      	Failure to Update the Tor Browser and Your Operating System Regularly


    


    Like all other software, Tor is not by any means perfect. It may have some bugs or glitches which scrupulous individuals may exploit to create backdoors to get into your system and wreak havoc there. These bugs or glitches may only be discovered over time. But, just like with all other software, these bugs and glitches can be resolved promptly with regular updates. Consider also the fact that Tor functions on top of your computer’s operating system. So, if your operating system is not up to date, then Tor will be ineffective in providing you the much-needed anonymity you require. Your failure to update your Tor software and your computer’s operating system can spell disaster.


    


    
      	Using Tor with Windows


    


    With over 1.5 billion people using it every day, Windows can easily claim that it is the most used operating system in the world. However, it is also pestered with a lot privacy and security issues – so much so that it is not advisable to use Tor with Windows.


    Windows is known to have a load of security flaws which hackers love exploit to enter the user’s system and steal sensitive data. It would be useless, therefore, to use Tor to be anonymous online when your very own operating system is easily compromised.


    A better alternative is to use Tails, a Linux distribution which comes already pre-configured for TOR. It is a security-focused operating system that can be booted live from a USB or a DVD, meaning it won’t leave any traceable footprints on your computer.


    


    
      	Using Google with Tor


    


    Google not only establishes your identity and tracks your location; it also keeps a record of your search results as well as creates your profile based on your searches and the sites you’ve visited. Using Google as your search engine for Tor would defeat the purpose of using Tor to achieve anonymity online. A better alternative is to use DuckDuckGo, a dark net search engine that neither tracks your location nor keeps a log of your search results.


    


    
      	Keeping Java Enabled on Tor


    


    Browser languages such JavaScript, Java, Adobe Flash, etc. are so powerful that are used by unscrupulous people to get inside your computer system. They are normally associated with your user accounts which means you are likely to have given them permissions and therefore, they have open access to whatever personal data you keep online. If you use Tor to be anonymous online, enabling these plugins on your browser will negate your purpose for using Tor.


    To disable JavaScript on your Tor browser, simply follow these steps:


    


    
      	Open a new window on your Tor Browser.



      	Type “about:config” on the address bar.



      	Click on the pop-up button that says “I’ll be careful.”



      	The browser settings will appear together with a search bar on top of the page.



      	Type JavaScript on the search bar.



      	Look for “javascript.enabled” and right click on it then click on “Toggle”. This will change the value from ‘True’ to ‘False’.



      	Next look for “browser.urlbar.filter.javascript”. Again, right click on it then click on “Toggle”. This will also change the value from ‘True’ to ‘False’.



      	You have just disabled JavaScript on your Tor Browser. You can now close the window and the new values will be retained.


    


    But please remember to do this again every time you open your Tor browser. Make this a habit because you never know if the site you are visiting has been compromised.


    


    
      	Using P2P Client on Tor


    


    Downloading torrents from a P2P client while using Tor is a big no-no. Peep to Peer (P2P) clients broadcast your IP address to their peers and their end nodes, effectively cancelling out your anonymity cover. Your identity will be compromised for sure because every peer participating in a pool will see your IP address.


    


    
      	Not deleting cookies and local website data


    


    Most, if not all, sites you visit in the web sends a cookie to your computer which your browser automatically stores. Cookies are small files meant to keep a log of your visit so that the site will easily recognize you. They keep a tab on your browsing habits and record other data such as your IP address. Other sites even dump data on your computer.


    You must delete all these cookies after each browsing session because they can use it to gather more information about you, as well as track your IP address and location.


    The Tor network remains to be your best option to surf the net anonymously despite being branded by federal authorities as a haven for unlawful activities. It was not created for that purpose. There are people who need to be anonymous online sometimes. Tor is a great tool for them, particularly those who need to go under the radar for a while for various reasons. However, they need to learn how to use it more effectively.


    It is rather difficult to achieve anonymity online nowadays. Even if we employ the best technology available, it will not be enough. You need to be vigilant and pay attention to detail. Those who attack your privacy are quite persistent and they will keep on coming until they get lucky. They won’t stop attacking, and you must not stop being vigilant.

  


  
    
      Chapter 6
 Using VPN With Tor for Added Protection

    


    Many Tor users know that government surveillance won’t be able to see what they are doing online when they are inside the Tor network. But, they also know one thing – these surveillance entities know they are inside Tor and that is enough to make them suspicious. In 2014, the publication Wired UK came out with a substantiated report that the NSA has been branding and listing Tor users as ‘persons of interest’ aka extremists. Although the NSA has done nothing concrete about it, it is something Tor users worry about a lot.


    And who wouldn’t, when no less than the highest court of the land – the US Supreme Court – through a recent judgment it promulgated, signified that the use of Tor is enough reason for the Federal Bureau of Investigation to look for and confiscate any computer anywhere around the globe.


    This prompted Tor users to beef up their protection by adding an extra layer of security to ensure that their IP address won’t be discovered. They turned to using VPNs (Virtual Private Networks) to connect to Tor.


    They may appear to be performing similar roles but they perform different yet complimentary tasks. While Tor’s focus is on anonymity, VPN is more focused on privacy. Using Tor along with a virtual private network would ensure that nobody would even know that the user is using the Tor browser.


    The VPN connection encrypts all the communications being transmitted to and from the user’s device. The encrypted communication is then channeled through an array of Tor servers to the destination site. A VPN-Tor combination such as this makes the user’s online presence more secured and practically invisible to everyone else.


    [image: Image result for tor over vpn versus vpn over tor]


    Using VPN and Tor together will lighten some of the downside of using either of the tools exclusively. The main drawback of combining the use of these two is slower connection.


    The question now is should it be Tor over VPN or VPN over Tor?


    There is no doubt that using Tor in combination with VPN significantly reduces risk, but there’s a difference in the level of security they provide depending on how you make each tool interact with the other. Using one of the tools in combination with the other is a tricky affair and if you do it the wrong way, it can even be disastrous as it will lift your anonymity cover instead.


    Using VPN traffic over Tor or Tor traffic over VPN has their corresponding advantages and disadvantages, depending on the level of protection the user desires or the level of threat he is exposed to and wants to resolve.


    Tor over VPN


    When we say, we are going to use Tor over VPN, we mean we shall initially connect to a Virtual Private Network and then start our Tor Browser. If we do it this way, all the internet traffic coming from our device initially goes to our VPN server where they will be encrypted. The encrypted communication is then bounced across a network of Tor relays before it finally ends up at the destination site. The only thing your Internet Service Provider sees is the VPN traffic which by then is already encrypted. Your ISP have no way of knowing you are in the Tor network, meaning you now freely access .onion websites in complete anonymity.
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    A word of caution though – if you chose to use Tor over VPN, you must have full trust on your VPN service provider. This is because your VPN service provider is the only one who can see that you are using the Tor network although they won’t have a way of knowing what is in your encrypted internet traffic. But take note, most VPN service providers store the metadata logs and records of their clients’ online activities. A record of your internet traffic will reveal all your search queries as well as the websites you have visited. Session logs, on the other hand, will reveal all your metadata such as your IP address and how much data was transferred. The bad news is, with a court order, government agencies can force them to turn over such records. It means your visits to the Tor network will be discovered. Ideally, you should choose a VPN service provider that neither keeps a record of your internet traffic nor logs your session activities (a log-less VPN).


    Another vulnerability to reckon with when using Tor over VPN is the fact that it doesn’t protect you from mal-intentioned individuals running Tor’s exit nodes (the last relay before your traffic reaches its targeted site outside the Tor network). Remember, Tor nodes are run by volunteers and not everyone sticks to the rules. It is at the exit node that your traffic is decrypted, and so if it is run by a malicious individual, there is that possibility that your personal information is stolen or a malware is injected into your system.


    You should also take note of the fact that the IP address of the Tor exit node is what will appear to be your IP address to your destination site, and there is a possibility that this is not trusted by the destination site and is therefore blocked (as is often the case with some of Tor’s exit nodes). There is nothing anyone, even Tor itself, can do about it.


    There are VPN services with Tor over VPN capabilities already built into the system, so you need not use the Tor browser to surf the network. They will route you to the Tor network automatically. The list includes ‘NordVPN’ and ‘IPVanish’ which claims to be the best VPN for Tor. But just the same, what will still appear as your IP address to the destination site is that of the Tor exit node.


    To summarize, here are the advantages and disadvantages of using Tor over VPN:


    Advantages


    


    
      	Your Internet Service Provider has no way of knowing that you are using Tor. The only thing that will be apparent is your VPN traffic, which is encrypted.



      	It is the IP address of your VPN service provider and not your own IP address that will be apparent at the Tor entry node.



      	It gives you unhindered and secured access to .onion websites.


    


    Disadvantages


    


    
      	Your ISP service provider may not know your real IP address but your VPN provider will.



      	A Tor over VPN connection does not protect you against malicious Tor exit nodes since your internet traffic leaving Tor exit nodes is unencrypted and therefore, can be easily monitored.



      	Several Tor exit nodes are blocked by many websites for being untrustworthy.


    


    VPN over Tor


    With a VPN over Tor setup, the order by which each tool is utilized is reversed. The traffic coming from your device is made to pass through the Tor Network, before it goes through the VPN. This time, it is the VPN provider who would have no clue what your real IP address is. This time too, you get protected from those malicious exit nodes by your VPN.
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    There is a drawback though – your Internet Service Provider knows you are into Tor and if they are forced by court order to turn over your browsing history and metadata log to the NSA, they can’t do anything but to comply. If you can use a no-log VPN such as ‘NordVPN’ and ‘IPVanish’ and pay your subscription with Bitcoin, then you can mitigate this risk.


    If Tor over VPN requires a trusted VPN provider, this time around, with VPN over Tor, you must deal with an ISP you can trust even with your life. Generally, users believe that using VPN over Tor gives you much more privacy since it can keep you anonymous all throughout the process – that is, with the assumption that you paid for your VPN subscription anonymously too.


    Surprisingly, the official Tor Project does not endorse the use of VPN over Tor. In my opinion though, using both tools either way is more superior than using Tor exclusively.

    Again, the major drawback is speed. Because your traffic must go through several Tor relays, your connection slows down significantly and bandwidth is limited. Combining a VPN with it, will make it even more so.


    To summarize, here are the advantages and disadvantages of using VPN over Tor:


    Advantages


    


    
      	Your VPN service provider will not be able to see your real IP address since you will be using Tor to connect to your VPN server. What your VPN provider will see is only the IP address of the Tor exit node. Even if your VPN providers maintains logs, there is no way they can identify you (especially if you used an anonymous payment method to pay for your subscription).



      	With VPN over Tor, you are protected against Tor exit nodes run by mal-intent individuals or entities since your traffic is encrypted before entering and before exiting the Tor network by your VPN. However, your Internet Service Provider will be able to discern that you are headed to a Tor node.



      	VPN over Tor makes a detour around possible blocks on the exit nodes allowing you to access sites that block the IP address of Tor exit nodes.



      	Enables geo-spoofing by allowing you to choose the location of the server you want to use.



      	It allows the routing of all kinds of internet traffic through Tor, even those that do not support it.


    


    Disadvantages


    


    
      	Your Virtual Private Network service provider would be able to see your internet traffic, although they won’t be able to connect it to you since your IP address is hidden.



      	Theoretically, VPN over Tor makes you vulnerable to end-to-end timing attacks* since your VPN provider exists as a fixed point in the communication chain.


    


    *End-to-end timing attack is a de-anonymizing technique used to reveal VPN and Tor users by comparing the time they were on logged on to the internet to the time a suspicious anonymous behavior was observed.


    E2E timing attacks are impossible to implement on a global scale simply because it is a gargantuan task. It involves a tremendous amount of financial resources and logistics. Even if it is true that the NSA has control over a sizable number of Tor exit nodes around the world, the VPN component of the process will still make it more difficult for them.


    So, which tool better?


    Many consider VPN over Tor as more secure for the following reasons:


    


    
      	If proper precautions are taken, it allows complete anonymity where even VPN providers won’t be able to discover your identity.



      	It also protects against malicious Tor exit nodes.



      	It enables users to circumvent blocks on the Tor exit nodes.


    


    In sum, whichever combination you prefer to use, using VPN with Tor will enhance your privacy and security better than using any of the tools as a standalone solution. You should, however, weigh first a combination’s advantages and disadvantages relative to your specific need for privacy.

  


  
    
      Chapter 7

      Creating a Hidden Service Tor Site
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    There are people who want to create websites in a way that they cannot be tracked or identified as the owner. What they want is an anonymous website which does not leave any footprints so that anyone who wants to investigate won’t be able to uncover their real-world identities.


    This group that values anonymity and anonymous speech more than anything includes activists with their scathing political criticism against an oppressive government, advocates of medical marijuana, gay rights activists, critics of local police, and many others who want to hide in anonymity to protect themselves against harassment. Of course, it also includes the individuals who engage in the illicit trade of prohibited materials.


    The easiest way to create an anonymous website of your own is to build a hidden service. Such a site will run entirely inside the Tor network which means people will never know who runs it, much less identify its creator or owner. This site will only be accessible using the Tor browser.


    For this setup guideline, we shall use the Savant web server, a free-to-download web server recommended by Tor for use with Windows. Don’t worry because you can follow the same steps when setting up a site with other web servers or with another operating system.


    The First Step is to Install the Tor Browser Bundle.


    Download the Tor browser bundle from TOR Project homepage. Follow the instructions on how to install it as explained in Chapter 4. Once installed, you will see the Tor icon (a green onion) appear in your system tray, indicating you have made a successful connection to the Tor network. You can also check by accessing one of Tor’s hidden services. Simply type the URL of one of Tor’s hidden services. Try typing http://3g2upl4pq6kufc4m.onion/ on the address bar of your Tor browser. This will take you to the Onion Link site which is a hidden search engine you can use to search for other dot onion sites. If you are successful, then you are inside the Tor network.


    You must remember one thing before we proceed – you must keep Tor operational on your computer so people can access your hidden service site. If you turn off your computer or disconnect it from the web, or if you logged off from Tor, the anonymous site you created will not be reachable.


    The Second Step is to Install and Configure an Appropriate Web Server


    A web server must be installed on your computer so your system can serve the files that will form the pages of your hidden service to your users. For Windows OS, the web server known as ‘Savant’ is highly recommended. For Linux, Mac OS, and other operating systems like UNIX, Tor recommends the web server called thttpd.


    For this guideline, we shall configure Savant as our example. You may also use the same configurations for the other servers anyway. Once you have Savant installed on your computer, launch it. It will bring you to the main window where you will find a tab that says ‘Configuration’. Click on the tab to configure Savant. This will bring out a window with various configuration settings.


    Look for the “Server DNS Entry” box and change the setting to “localhost”. You just made Savant bind to localhost. This will ensure that your hidden service site can only be accessed from your computer, meaning it can’t be accessed over the surface Web and people won’t know that you are hosting a hidden service Tor site. Please don’t forget to write down the number of the port you are using as indicated in the settings. You will need this later.


    You have just configured your very own web server. The next step is to add content to your site. Go to the root directory using your windows explorer. Savant’s root directory is installed by default at C:\Savant\Root directory. Locate and substitute the file named ‘index.htmlfile’ with your own homepage file.


    You can verify if you have configured Savant correctly typing ‘localhost’ into the address bar of your main browser. If you changed the port number instead of the default, you should type ‘localhost:1000’ if you set the port to 1000 or to any port number you may have changed the default port settings.


    The Third Step is to Configure Your Hidden Service


    Once your own server is operational, the next move is to configure your hidden service and give notice to Tor. You can manually modify the torrc file by adding information to it, or you can use the graphical user interface Vidalia which you can download at http://www.download82.com/download/windows/vidalia/. Word of caution though, you may encounter some errors at times when using this graphical interface.


    To do it manually, you need to first shut down Tor completely. Next, use your Windows Explorer to go to the directory named ‘Tor Browser\Data\Tor’. Locate the ‘torcc’ file and open it with a notepad or any similar application.


    Go to the end of the ‘torcc’ file and add the following entries in the same order as shown:


    


    
      	# Hidden Service



      	HiddenServiceDir C:\Users\Name\tor_service



      	HiddenServicePort 80 127.0.0.1:80


    


    You must substitute the entry ‘C:\Users\Name\tor_service’ with a directory which Tor can use to process information on your computer. Make sure you use an empty directory. If no such directory exists, then you must create one. It should be something like this: ‘HiddenServiceDir /Library/Tor/var/lib/tor/hidden_service/’.


    You also need to change the port number :80 with the number of the port which your web server has earlier indicated. This should be the port number you have noted down earlier when you installed Savant. How to do it – if you have noted down that you are using port 4000 for the server, you should change the entry following ‘HiddenServicePort’ to ‘80 127.0.0.1:4000’.


    You can now save the edited file and turn on Tor. After Tor is up once again, go to the message log and check if there are any error messages. If there are none then you are ready to go.


    But before you do anything else, you must check the directory you created (HiddenServiceDir /Library/Tor/var/lib/tor/hidden_service/) for your anonymous website. Tor should have added two files to said directory – a ‘private_key’ and a ‘hostname’ file. Your private_key file must be kept confidential as it can be used to ape your anonymous Tor site.


    Next, open the ‘hostname’ file with Notepad. It should contain your public key or the IP address of the anonymous Tor site you just created. It will look something like this: duskgytldkxiuqc6.onion. Copy and type this IP address on the address bar of the Tor browser and your website will unfold. Remember, anyone who wants to reach your anonymous website should use the Tor browser, otherwise they won’t be able to view your site.

  


  
    
      Chapter 8
 Other Viable Alternatives to Tor

    


    There is a cloud of suspicion surrounding the safety of using Tor to surf the deeper web, especially after the infamous Silk Road (which has made Tor its home) went down. People began to doubt the Tor nodes which many believed can be compromised. In fact, there are allegations that several existing Tor exit nodes are controlled and monitored by the NSA if not by the FBI. There are also claims that Tor exit nodes can be compromised with the use of a security software called NetFlow.


    This is precisely the reason why we have recommended adding an additional layer to Tor by combining it with a Virtual Private Network, which we discussed at length in the previous chapter. But if you still feel that Tor is still ‘too unsafe’ or ‘too hot’ to use and you want an alternative to Tor, I am sorry to say that there’s just a handful of similar software out there you can use.


    The first one which is considered the second largest darknet next to Tor is I2P (an acronym for Invisible Internet Project). It is an overlay network, meaning it is a network that is layered on top of TCP/IP (sometimes UDP) sessions – that is why it is sometimes referred to as “an internet within an internet”. While Tor uses several central databases to track its hidden services, I2P has none of these. It is a decentralized network that uses a peer-to-peer model to build an anonymous layer on top of the surface web, allowing users to make use of it as a communications network that can be utilized for such applications as accessing email, IRC, Torrents, HTTP, and more.


    The Invisible Internet Project (I2P) is written in Java, utilizing the same working principles as Tor. It is, however, designed to be a self-contained darknet. Because of this, it is unlikely for people to migrate and set up anonymous shops in the immediate future. Those who have used I2P however, swear that its threat model is relatively safer compared to Tor but this is yet to be proven.


    If Tor has its own network of Hidden Services and can be used to surf the surface web, I2P has no intention of creating a network of its own. The network itself strictly uses an internet protocol messaging system just like a regular IP, but at the same time it makes available a library which enables users to stream communication on top of the IP (like how TCP works over IP). The big difference is I2P uses an end-to-end encryption process with a total of four layers of encryption to send each message. Its end points or destination sites are cryptographic identifiers.


    For every message sent using the I2P router, separate inbound and outbound tunnels are built by the router. Each tunnel is essentially made up of a sequence of participating peers who pass messages in one direction – to and from the client. On the other hand, if a message is to be sent to another client, the message is coursed through one of I2P’s outbound tunnels which is aimed at the inbound tunnels of the target client's until it finally reaches the destination site. An I2P user has the option to choose the length of the tunnels to use but in the end, a message is sent through a minimum number of peers necessary to meet the threat model required by both the sender and the receiver.
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    I2P uses a generic bridge application called an I2PTunnel which allows its users to forward TCP streams inside the I2P network. The I2PTunnel receives streams as it exits the network and then sends it to specific TCP/IP addresses. People can use the I2PTunnel to operate an anonymous website. All they need to do is to point a normal web server to an I2PTunnel server. In short, users will be able to access the anonymous site using a regular web browser simply by connecting to the I2PTunnel HTTP created specifically for it.


    Just as popular as I2P is Freenet – considered as another Tor Dark Net contender. Freenet is also a peer-to-peer system like I2P. It does not provide access to a web server. Instead, Freenet stores the content it serves to its users. It is extremely de-centralized though, meaning it uses no central server. It makes use of volunteer peers where content is uploaded and stored. Freenet exercises no control over them.


    The most amazing feature of Freenet is the fact that content stored all over its nodes are encrypted first before it is uploaded. The host of the node does not have an idea, therefore, of what is stored in his computer. It means nobody could just pull it out of your computer and neither can it be used against you. The sad part though is the host also has no way of knowing if he is hosting illegally-copied content or a subversive material.


    What makes Freenet appealing to users is the fact that it is totally de-centralized and that data is encrypted before they are stored. It provides the hosts with a plausible excuse to deny complicity in any illicit activities since the data that has been uploaded to their computers are heavily encrypted. Because Freenet offers anonymous file sharing free of any legal implications and serves as an asylum for highly critical political views, it can be considered as a viable and sufficient alternative to Tor.


    Freenet was originally designed to be a data storage that is distributed at random among several different independent computers. But people built numerous applications using it to create anonymous communication, like message boards where anyone can post anything, and even static websites that are totally anonymous.


    As a system for storing data, Freenet allows users to access or retrieve content even if the original publisher is not online. However, vulnerabilities may be present on Freenet's algorithms when it comes to scalability properties as well as anonymity. These vulnerabilities stem the routing system used by Freenet which is heuristic driven. At the very least, Freenet provides sufficient anonymity against bumbling attackers who do not have the capacity to analyze the encryption any further.


    While not necessarily an alternative, Tails should be mentioned here. It is a good choice for those looking for a much better way to protect their privacy and are getting worried of Tor’s limitations and security holes. Unlike the other suggestions in this chapter, Tails is actually an Operating System – particularly a live one, meaning it can be booted from portable storage devices (such as USB drives and optical discs). While it relies on the Tor Network, given that it is run on a portable drive, it won’t leave a trace.


    If you plugged it into your friend’s computer, for example, and you explored the Dark Net, there would be no need to erase anything once you’re done. The OS does not use the system’s hard drive and only utilizes the RAM for storage. This means that once the computer is shut down or gets restarted, every traceable information will be immediately and completely wiped. Of course, you still have the option to use portable storage in saving specific documents.


    Aside from providing an additional layer of security, Tails makes it easier for anyone to engage in dealing within the darkest corners of the web – regardless of where they are. As long as there’s a computer that can boot from portable devices, Tails can be used. It also comes with all the things needed to ensure further security, such as cutting-edge cryptographic tools for encrypting files and messages. To download Tails, simply head on to https://tails.boum.org/.


    If you’re going to use an optical disc, just open the ISO file with a compatible burner application and start the process. However, if you wish to use a USB drive or an external HDD, you will have to run Tails on disc or find someone who has an up-to-date copy installed on another portable medium. Once you have Tails running on a computer, you have to plug in a sufficiently-sized storage device (should have at least 4GB of free space). Navigate to Applications, then to Tails, and finally, click on Tails Installer. Choose the Install by Cloning option and follow the prompt.

  


  
    
      Chapter 9

      The Lawlessness that Grips the Darknet

    


    The darkest corner of the Darknet is notoriously known for markets that peddle illegal goods and illicit services online. The list of goods includes drugs, fake ID cards and passports, pirated movies and music, and child pornography.


    Alphabay, Agora, Cloud-Nine, BlackBank, Evolution, Pandora, East India Company, NiceGuy, and ThePirate Market are some of the more popular of these God-forbidden sites. The FBI and other government agencies have in fact closed many of them.


    There are also Darknet sites with how-to guides like ‘The Terrorist Handbook’, which demonstrate in detail how to make bombs as well as other weapons of destruction. There are sites that give you access to hitmen. The Darknet is also home to various forums for terrorist groups such as the ISIS.


    Another illicit activity you will commonly find on various marketplaces that populate the Darknet is human trafficking. Black Death is one such marketplace. This site also sells drugs, fake IDs, and a whole caboodle of illegal products and illegal services.


    By all accounts, the Darknet is a lawless place. Apart from the user ratings on some sites, there is no way you can gauge the trustworthiness of any of these different marketplaces. There are no governing agencies to supervise or control the various buying and selling activities that go on deep under the darkest corner of the deep web. You may consider the Darknet market places as the ‘wild west’ of the deep web where anything goes.


    These marketplaces are often very volatile. They change their address, their trade names, and even their administrator as often as you change your underwear. This is to waylay authorities who may be tracking them. It is only the site administrators who exercise any form of authority on the Darknet, but this is limited to running the sites they manage. These marketplaces try to build trust among their customers by adding integrity to their transactions by using escrow accounts. On the other hand, the prospective sellers have only the word of the previous customers to rely on as gleaned from buyer and seller comments published in various marketplace forums.


    The problem is when a site becomes very popular and the money in the escrow accounts has ballooned so suddenly, the site administrators make a disappearing act – bringing with them the funds and leaving their customers with empty wallets and no goods or services in sight. This phenomenon is commonplace and known in the Darknet circles as an exit scam.


    Thus, the Darknet is turning out to be a volatile ecosystem where marketplaces appear, undergo some transformation, expand their activities as their popularity grows, and disappear – all of which is happening at an unprecedented rate. It is also a forked space with one corner serving a lawless platform for irregularity, illegal activities, and illicit affairs, while the other corner serves as an equalizing platform that provides the oppressed and disenfranchised a venue to voice out their criticisms and grievances. Nevertheless, the Darknet may be the first-ever virtual global underground for the underground, it will be a formidable force that will shape our world soon – regardless of the motives the different players may have.


    It is more than just a marketplace for illegal substances and illicit activities. It is above being just a mere black market. It is also the place where the most controversial political issues are hotly debated. It is the venue for anonymously sharing and uploading of information among dissidents, whistleblowers, journalists, trolls, and extremists. It is used by freedom of speech and privacy advocates to communicate and distribute information banned by their governments.


    The Darknet is extremely dynamic and will continue to grow organically, much like the black markets which have existed and have been expanding for centuries to various parts of the globe. It would be next to impossible for NSA or other government agencies, local or foreign, to contain it much less to control it completely even with the latest tools that are available today.

  


  
    
      Chapter 10

      Dark Net Links That Works

    


    Below is a list to help you get started on browsing the dark net. Providing you with this list is not in any way meant to endorse any of these sites.


    Use this list with utmost caution. It is scary deep inside the dark net, so be very careful once you get inside. Make sure you have as much security in place as possible before you venture into the unknown side of the web. It can be an interesting experience though if you do it safely and securely.


    List of Tor Hidden and Tor Search Engines


    


    
      	DuckDuckGo Search Engine (3g2upl4pq6kufc4m.onion)



      	TORCH – Another Search Engine for Tor (xmh57jrzrnw6insl.onion)



      	Hidden Wiki Uncensored (uhwiki36pbooodfj.onion)



      	Repository of Onion URL (32rfckwuorlf4dlv.onion)



      	Dark Nexus (e266al32vpuorbyg.onion/bookmarks.php)



      	Seeks Search (5plvrsgydwy2sgce.onion)



      	Is It Up? (nlmymchrmnlmbnii.onion )



      	ParaZite (kpynyvym6xqi7wz2.onion/links.html)



      	Onion Wiki (wiki5kauuihowqi5.onion)



      	Tor Wiki (torwikignoueupfm.onion)



      	The Hidden Wiki (hiwiki544q5q4gbt.onion)



      	Tor Project: Anonymity Online (idnxcnkne4qt76tg.onion)



      	TorLinks (torlinkbgs6aabns.onion)



      	Anonet Webproxy (xdagknwjc7aaytzh.onion)



      	All You’re Base (3fyb44wdhnd2ghhl.onion)



      	TorProject Archive (j6im4v42ur6dpic3.onion)



      	TorProject Media (p3igkncehackjtib.onion)



      	Tor Search (kbhpodhnfxl3clb4.onion)



      	Cipolla 2.0 (Italian) (cipollatnumrrahd.onion)


    


    Financial Marketplaces on Tor


    


    
      	Dream Market –Drugs, Guns, and more (6wen4x2jfuedgepb.onion)



      	Dream Market – Drugs, Guns, and more (d7prd6sb2p2cqqls.onion)



      	BitBlender – (bitblendnlwgkhsr.onion)



      	TorBroker – Securities Broker (torbrokerge7zxgq.onion)



      	PAL AND CREDIT CARD STORE (2vx63nyktk4kxbxb.onion)



      	EasyCoin – Bitcoin Wallet (easycoinsayj7p5l.onion)



      	WeBuyBitcoins – They exchange Bitcoins for Cash (USD), ACH, WU/MG, LR, PayPal (jzn5w5pac26sqef4.onion)



      	OnionWallet – Anonymous Bitcoin Laundry and Wallet (ow24et3tetp6tvmk.onion)



      	Exploit Western Union (qc7ilonwpv77qibm.onion)



      	ccPal Store (3dbr5t4pygahedms.onion)



      	High Quality Euro Replicas HQER (y3fpieiezy2sin4a.onion)



      	Counterfeit USD (qkj4drtgvpm7eecl.onion)



      	PayPal to BitCoins (nr6juudpp4as4gjg.onion/pptobtc.html)



      	High Quality Tutorials (lw4ipk5choakk5ze.onion/raw/4588/)


    


    Tor Hidden Commercial Services Site


    


    
      	US Fake ID Store (en35tuzqmn4lofbk.onion)



      	UK Passports (vfqnd6mieccqyiit.onion)



      	Tor Web Developer (qizriixqwmeq4p5b.onion)



      	Tor BetCoin (nr6juudpp4as4gjg.onion/betcoin.htm)



      	Sheep Marketplace (sheep5u64fi457aw.onion)



      	Samsung StorE (storegsq3o5mfxiz.onion)



      	Old Man Fixer’s Fixing Services (yth5q7zdmqlycbcz.onion)



      	MSR Shop (54flq67kqr5wvjqf.onion)



      	Mobile Store (mobil7rab6nuf7vx.onion)



      	Marianic Technology Services (mts7hqqqeogujc5e.onion)



      	Hitman Network (ybp4oezfhk24hxmb.onion)



      	Advantage Products (b4vqxw2j36wf2bqa.onion)



      	EuroArms (vlp4uw5ui22ljlg7.onion)



      	Hackintosh (bgkitnugq5ef2cpi.onion)



      	Data-Bay (jvrnuue4bvbftiby.onion)



      	Carded Store (e2qizoerj4d6ldif.onion)



      	Apples 4 Bitcoin (tfwdi3izigxllure.onion)



      	CStore Carded Store (cstoreav7i44h2lr.onion)



      	Hidden BetCoin (hbetshipq5yhhrsd.onion)



      	Tor Technology (nr6juudpp4as4gjg.onion/tor.html)



      	Amazon Business (ucx7bkbi2dtia36r.onion)



      	Used Tor Guns (nr6juudpp4as4gjg.onion/torguns.htm )



      	UK Guns and Ammo (tuu66yxvrnn3of7l.onion)



      	Tor Girls (nr6juudpp4as4gjg.onion/torgirls.html)



      	Unfriendlysolution – Hitman service (lw4ipk5choakk5ze.onion/raw/evbLewgkDSVkifzv8zAo/)



      	Discounted electronics goods (5mvm7cg6bgklfjtp.onion)



      	Project Evil (wvk32thojln4gpp4.onion)



      	Tor Market Board – Anonymous forums (6w6vcynl6dumn67c.onion)



      	Image Uploader (matrixtxri745dfw.onion)



      	PasteThis – Tor Paste bin (lw4ipk5choakk5ze.onion)



      	Gittor (wzrtr6gpencksu3d.onion:8080/)



      	Free hosting (nr6juudpp4as4gjg.onion)



      	Liberty’s Hackers Hosting Service (tklxxs3rdzdjppnl.onion)



      	Matrix Trilogy (matrixtxri745dfw.onion)


    


    Blogs


    


    
      	Beneath VT –Virginia Tech’s Steam Tunnels (74ypjqjwf6oejmax.onion)



      	Deep Web Radio (76qugh5bey5gum7l.onion)



      	Encyclopedia Dramatica (edramalpl7oq5npk.onion)



      	Hushbox (ih4pgsz3aepacbwl.onion)



      	Dark Like My Soul (ad52wtwp2goynr3a.onion)



      	FreeFor (tns7i5gucaaussz4.onion)



      	Scientology Archive (gdkez5whqhpthb4d.onion)



      	All the latest news for tor (newsiiwanaduqpre.onion)



      	Michael Blizek (5vppavyzjkfs45r4.onion)



      	AYPSELA News (7ueo7ahq2xlpwx7q.onion)



      	Blog about Stories (7hk64iz2vn2ewi7h.onion)



      	Mike Tigas (tigas3l7uusztiqu.onion)



      	Sam Whited (mpf3i4k43xc2usxj.onion)



      	Totse 2 (3c3bdbvhb7j6yab2.onion)



      	Lucky Eddie’s Home (4fvfamdpoulu2nms.onion)



      	Fravia’s Web Searching Lore (nwycvryrozllb42g.onion/searchlores/index.htm)



      	OnionNews – Blog about the onion network (newsiiwanaduqpre.onion)


    


    Forums and Chats


    


    
      	Onion Forum 2.0 renewed – Onii-Chan (3fyb44wdhnd2ghhl.onion/ib/)



      	Jisko (bx7zrcsebkma7ids.onion)



      	Twitter clone (npdaaf3s3f2xrmlo.onion)



      	HackBB – Forum for Hacking and Cracking (jv7aqstbyhd5hqki.onion)



      	Freenet FMS forums via the Anonet Webproxy (Read only) (xdagknwjc7aaytzh.onion/20/http/1.4.7.9/forummain.htm)



      	SciBay Forums (sbforumaz7v3v6my.onion)



      	DeepWeb (kpmp444tubeirwan.onion)



      	StaTorsNet (r5c2ch4h5rogigqi.onion)



      	Tor social network! File sharing, messaging, and more. (hbjw7wjeoltskhol.onion)



      	OnionForum 3.0 – For general talk with marketplace (t4is3dhdc2jd4yhw.onion)



      	TorChan – (9zw3crggtadila2sg.onion/imageboard/)


    


    Email and Messaging


    


    
      	Anonymous E-mail Service (365u4txyqfy72nul.onion)



      	SMS4TOR – Self destructing messages (sms4tor3vcr2geip.onion)



      	NoteBin –Encrypted self-destructing notes (notestjxctkwbk6z.onion)



      	[TorBox] Tor Mail Box (torbox3uiot6wchz.onion)



      	Blue matrix chat (u6lyst27lmelm6oy.onion/index.php)



      	Autistici/Inventati (wi7qkxyrdpu5cmvr.onion)



      	Hell Online (u4uoz3aphqbdc754.onion)


    


    Political


    


    
      	Bugged Planet (6sgjmi53igmg7fm7.onion/index.php?title=Main_Page)



      	Fairie Underground (faerieuaahqvzgby.onion)



      	Kavkaz Center (2r2tz6wzqh7gaji7.onion)



      	The New Yorker Strongbox (tnysbtbxsf356hiy.onion)



      	Example rendezvous points page (duskgytldkxiuqc6.onion)



      	The Intel Exchange Forum – Information and discussion on various topics (rrcc5uuudhh4oz3c.onion)



      	A7B blog – A blog for the restoration of a limited constitutional republic in the USA (opnju4nyz7wbypme.onion/weblog/index.html)



      	Anonymous – Crowdfunded assassinations (assmkedzgorodn7o.onion)



      	Common Sense by Thomas Paine (duskgytldkxiuqc6.onion/comsense.html)



      	Destination Unknown (nwycvryrozllb42g.onion)



      	Wiki Leaks (zbnnr7qzaxlk5tms.onion)


    


    Hacking


    


    
      	SALT (salted7fpnlaguiq.onion )



      	Itanimulli (yj5rbziqttulgidy.onion)



      	Delta Initiative (bbxdfsru7lmmbj32.onion/marketplace/)



      	Rent-A-Hacker (2ogmrlfzdthnwkez.onion)


    


    Warez


    


    
      	The Nowhere Server (2gxxzwnj52jutais.onion)



      	The Pirate Bay – (jntlesnev5o7zysa.onion)



      	Tor Library – Books and other media files (am4wuhz3zifexz5u.onion)



      	The Pirate Bay Official Onion Site (uj3wazyk5u4hnvtk.onion)



      	DOXBIN (doxbindtelxceher.onion)



      	Music Downloads (wuvdsbmbwyjzsgei.onion)



      	Lolicore and Speedcore Music (lolicore75rq3tm5.onion)



      	ebooks (xfmro77i3lixucja.onion)



      	lol 20th Century Western Music Recordings and Scores (vt27twhtksyvjrky.onion)



      	Pony at Noisebridge (2ygbaoezjdmacnro.onion)



      	Imperial Library of Trantor (xfmro77i3lixucja.onion)



      	Jotunbane’s Reading Club (c3jemx2ube5v5zpg.onion)


    


    Erotic 18+


    


    
      	SharePass – Password sharing (tklxxs3rdzdjppnl.onion/sharepass/)



      	Girls Released – Photos of models (k4jmdeccpnsfe43c.onion)



      	Gallery – Met-Art, FTVX (54dgeda4ik6iypui.onion)



      	The Pink Meth (pinkmethuylnenlz.onion)



      	Klixen (2fqgjzbb2h7yevom.onion/klixen/)



      	EroDir – (orsxvca7glswueo7.onion)



      	VOR-COM (mmgh3rqeswrlgzdr.onion)


    


    Note: All the above-listed sites have dot onion (.onion) addresses. You must copy the enclosed address and paste it on the address bar of your Tor browser.

  


  
    
      Conclusion

    


    I wish to thank you once more for downloading this book. I hope you have gained sufficient knowledge to surf the net synonymously, keeping your online activities out of the prying eyes of authorities. What you have learned from this book is enough to make a ghost out of you in the internet. By now, you may already know the tricks on how not to leave tracks that that can be traced back to your ISP and lift your anonymity cover.


    The next step is act – apply the knowledge you have gained from this book to surf the web without worrying that the Feds and the NSA will soon be breathing down on you any moment. Use all the information and the tools outlined in this book to remain anonymous online, defeat NSA spying, browse the darker part of the internet, and set up your own anonymous website.


    Still, no matter how exciting all these might seem, do keep in mind that there are risks involved in such a pursuit. A slight slipup might compromise your privacy and could lead to trouble with the authorities. If you’re planning to explore the dark net for a worthwhile goal, then by all means go ahead. On the other hand, if you’re trying it just for the sake of excitement, you might want to reconsider – especially if you’re the kind easily tempted by taboo.


    Keep in mind that what you may find in the deepest corners of the internet might not be pleasant, and it may change your life forever. Most importantly, depending on your actions, you may end up in a watch list – worse you could get in trouble with the law. Once again, I’d like to remind you that I don’t encourage you to do anything without good reason. I just gave you the necessary tools if ever you would need to enter the Dark Web.


    Thanks for downloading this book. Good luck and be safe!
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